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Singapore Computer Emergency Response Team (SingCert) Ain1StNeLns 318U AR ULANLU QL TY
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Adsuaiguaszuuvesiostuiliiunanseny Ssmnssumaliidunesiudign Wedunstestuainnis
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AEIINaTH 427 vusTUU ESXi anunsadaldeuld Inglisununisyihunisli enadesimuacing Firewall lng
Sradrgnlaud thonganmadeuseriu fleg 1P Feoluil

- IP:104.152.52[.]155
- IP:193.163.125[.]138
- 1P:43.130.10[.]173
- IP:104.152.52[.]0/24

dayadnedeveeind : CVE-2021-21974

SEUUTESuNanIEND
- ESXi 11937 7.x ADUNN ESXi7T0U1c-17325551
- ESXi 11937U 6.7.x AOUNUI ESXi670-202102401-SG
- ESXi 11937U 6.5.x AOUNUI ESXi650-202102101-SG

FTAUAUTULSS (Severity) : High

HaNIENUYReYadlngd : Jlavdaunsalduseleniandeduiieriinislaui lnenisisenldlanainseezlng Fasendn
heap-overflow luu3n1s OpenSLP

35nsdeeiu : Aufiunis Update Patch 1duastuaign

fuvesdoya :
https://www.csa.gov.sg/en/singcert/Alerts/AL-2023-015
https://www.opencve.io/cve/CVE-2021-21974
https://www.vmware.com/security/advisories/VMSA-2021-0002.html

https://www.bleepingcomputer.com/news/security/massive-esxiargs-ransomware-attack-targets-

vmware-esxi-servers-worldwide/
https.//www.cert.ssi.eouv.fr/alerte/CERTFR-2023-ALE-015/
https.//www.csa.gov.sg/singcert/Advisories/ad-2021-009/

TLP : CLEAR



https://www.opencve.io/cve/CVE-2021-21974
https://www.csa.gov.sg/singcert/Advisories/ad-2021-009/

